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1
Decision/action requested

It is requested to endorse this contribution.
2
Introduction
3GPP TS 33.535 has following note:
NOTE:
Roaming aspects are not considered in the present document.

In previous meetings and offline conference calls, some discussion points were raised highlighting the impact of roaming on AKMA framework. While some companies were of the view that no change is required in existing framework and it works for roaming without any change, other companies highlighted the need of change in framework.

This discussion paper intends to discuss a potential deployment scenario and also list some requirements SA3 should consider while supporting AKMA in the context of roaming, and proseses a potential architecture to fulfil the requirements.
2.1 Local Services

It is possible that 3rd parties provide local services in the visited country and use AKMA framework to authenticate the subscriber. An example of such service could be, e.g. EDGE services which the roaming subscriber may want to subscribe to.
For such services, it makes more sense for the local service provider to have a service agreement with some or all the network operators available in that location/country, and use AKMA framework to authenticate the subscribers through these local network operators. 

For example, a local service provider in US (e.g. an amusement park) can have agreement with Verizon, AT&T and T-Mobile, and have N33 connectivity to the NEFs of these operators. Any roamer of AT&T, Verizon and T-Mobile, who wishes to subscribe to the local services provided by the amusement part, can thus be authenticated using AKMA framework, through the visited operator's network. There is no need for the amusement part to have service level agreements with all the operators around the world.

It is the understanding of the authors of this paper that lack of support of such scenarios, and mandating 3rd parties to have service level agreements with all operators in the world will restrict adoption of AKMA to very few use-cases.

2.2 Lawful Intercept Requirements
In the LS S3-202848 sent by SA3-LI group, it was specified that:

For encryption which the MNO has been involved in establishing, there is an LI requirement to provide either decrypted traffic or the means for law enforcement to decrypt the traffic.
The requirement was repeated by the delegates from SA3-LI group during offline conference call. This requirement indicates that the serving-network should be involved in delivering keys to the AF or should get a copy of the keys, so that those can be provided to law enforcement agencies if needed.
3
Possible Solutions
Figure 1 and 2 describe two possible solutions to achieve the above requirements:
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Fig. 2
In Fig. 1, the AF in visited country contacts an NEF of one of the networks of the visited country. The NEF then directly contacts the AAnF in home network based on the routing information present in A-KID provided by the AF. In this architecture, no or minimal changes are required to existing AKMA framework, and it fulfils the scenario of section 2.1. However, since NEF is more of a "transactional" NF, the keys provided by the AAnF in home network may still not be available with visited-network, and thus can't be provided to law enforcement agencies if needed. Thus, requirement of section 2.2 may not be fulfilled.
The architecture proposed in Fig. 2 is a minor enhancement to the one in Fig. 1, and it is proposed that there exists a local vAAnF which requests keys from hAAnF on behalf of the NEF. vAAnF is also responsible of storing the AKMA key material for both lawful interception and key generation for, e.g. other AFs. This would fulfil requirement of both section 2.1 and 2.2.
However, we may still have an issue with Home-routed traffic. Fig. 3 shows the scenario where the AF in home country may directly contact the AAnF in home network, and thus the keys may still not be available with visited network for lawful interception purpose:
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Fig. 3

A possible solution to such scenario is that the AAnF in home network pushes keys to the visited AAnF, thereby ensuring that the keys are always available to visited network.
4
Conclusion

Based on above analysis, it is proposed to introduce vAAnF in the visited network which can 
· Pull the keys from home network when required
· Receive keys from the hAAnF whenever AKMA keys are generated for the UE.
5
Proposal

It is requested to endorse this contribution and agree with the above-mentioned proposals.
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